








SYSTEM CONSIDERATIONS - CHAPTER 6

6.2.2. Network Attached Storage (NAS) and Storage Area Network (SAN) \

Axis Network Cameras
PC Server with  [f!
[ - ;video management i
l software >

e
Separate
In applications where the amount of stored data and management requirements exceed the limita-

Network switch,
7 broadband router
Storage
tions of direct attached storage, a separate storage system is implemented. These systems are Network
Attached Storage (NAS) and Storage Area Network (SAN).

or corporate firewall

NAS

Network Attached Storage provides a single storage device which is directly attached to a LAN and
offers shared storage to all clients on the network. A NAS device is simple to install and easy to
administer, providing a low-cost solution for storage requirements, but limited throughput for
incoming data.

SAN

A Storage Area Network is a high-speed special-purpose network for storage, connected to one or
more servers via fiber. Users can access any of the storage devices on the SAN through the ser-
vers, and the storage is scalable to over hundreds of Tbytes. Centralized data storage reduces the
administration required and provides a high performance flexible storage pool for use by multi-server
environments.

The difference between the two is that NAS is a storage device where the whole file is stored on
one single hard disk, whereas SAN consists of a number of devices where the file can be stored
block by block on multiple hard disks. This type of hard disk configuration allows for very large
and scalable hard disk solutions where large amounts of data can be stored with a high level of
redundancy. There are solutions of both types available for video management software.

[6.2.3. RAID (Redundant Array of Independent Disks) |

RAID is a method of arranging standard, off-the-shelf hard drives in such a way that the operating
system sees them as one large logical hard disk.

There are different levels of RAID offering different levels of redundancy; from practically
no redundancy at all to a full “hot swappable” mirrored solution where there is no disruption to the
operation of the system and no lost data in the event of hard disk failure.
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The most common RAID levels are listed in the table below.

Characteristics

Data is being striped (divided) over two or several hard disks,
for improved read/write speed but no redundancy.

RAID Level

Also known as disk mirroring. At least two disks duplicate data. No striping. Both
disks can be read at the same time. Write performance as for single disk storage.

Includes a rotating parity array, allowing all read and write operations
to be overlapped. Stores parity information for reconstruction of any lost data.
RAID-5 requires at least 3, and runs with up to 16 disks in the array.

Security capabilities

With any video surveillance system privacy is an important consideration. Video intelligence and
network cameras can be put to work to alleviate some of these concerns. Unlike analog CCTV cameras
that only send out one single video stream that can be tapped into, a network camera can encrypt the
video being sent over the network to make sure it cannot be viewed or tampered with. The system can
also be set up to authenticate the connection using encrypted certificates that only accept a specific
network camera, thus eliminating the possibility of anyone hacking into the line.

To mitigate against the threat of manipulating of digital images, it is now possible to use techniques
such as time stamping and watermarking. The creation of audit trails makes it possible to know who
has seen what images and whether any edits have been made by those individuals.

With watermarking, the network camera adds encrypted watermarks to the video data stream. These
watermarks contain the time, location and user information as well as information about which alarms
were linked to a specific recording sequence. Digital watermarks are designed to be completely invisi-
ble to viewers. This is achieved by scattering the watermark information randomly throughout the file
in such a way that they cannot be identified and manipulated by unauthorized users.

6.4. Managing large systems

Network video products have a built-in web server which makes them accessible from the network.
This built-in web server offers live viewing as well as authorized access to internal settings for con-
figuration and firmware upgrades. For a system with a few network cameras or video servers, the
built-in web server will prove sufficient in most instances. Larger systems may however require higher
specification management tools.
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Based on standard network protocols, a management tool can automatically find and display new
devices on the network, even those without a valid IP address. By using a well-defined API such as
the AXIS VAPIX™ API, the management tool can also display basic properties of the devices it has
found including the model’s name and current firmware version. It also helps you set the IP addresses,
shows connection status of local and remote video devices, and enables configuration and firmware
upgrades of multiple units sequentially or in parallel. The use of a centralized management tool not
only makes system maintenance easy, but also lowers overall maintenance costs.
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AXIS Camera Management, scalable to hundreds of cameras, enables easy IP setting and installation of
Acxis network video products and is able to perform such tasks as configuration and multiple firmware
upgrades.




VIDEO MANAGEMENT - CHAPTER 7

Video Management

Network cameras are only ever as good as the selection and configuration of the video manage-
ment systems that control them. Systems should enable users to monitor, analyse and store video
output effectively. The chapter compares a ‘PC Server platform’ approach with an ‘NVR platform’
approach using a dedicated device such as a Network Video Recorder (NVR) for managing network
video output. This chapter also covers options for building event management, motion detection
and audio capability into systems.

Systems based on an network video platform are suitable for integration to other systems such as
access control or building management, and the information from those systems can be used to
trigger functions in the network video system, for example to store images related to events.

7.1. Hardware platforms

There are two different types of platforms for network video management: PC Server platforms and
NVR platforms (Network Video Recorder). Both types are based on PCs but there are some noticeable
differences.

A PC Server platform solution on the other hand runs on ‘off the shelf hardware where hardware
components have been selected to obtain the maximum performance. With a PC Server platform
solution it is possible to leverage on standard components, such as increased or external storage,
additional remote operator stations and to run additional software in parallel to the video application,
such as firewalls and virus protection.

The most obvious difference between an NVR platform and a PC Server platform type solution is
that an NVR comes as a hardware box with the video management functionality pre-installed. By
definition, it is dedicated to its specific tasks of recording, analyzing and playing back of network
video. NVRs do not allow for any other applications to reside on them. The NVR hardware itself is
‘locked’ to this application and the unit can very rarely be altered to accommodate anything outside
its original specification.
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Systems designed on a network platforms are fully scalable. Cameras and licenses can be added one
by one and the system hardware can be expanded to meet increased performance requirements. This
platform is suitable for system scenarios where a large number of cameras are deployed or when
the IT department has standard specifications on the server hardware and software allowed on the
network.

[7.1.1. PC Server platforms |

A PC Server platform solution, as mentioned above, runs on off-the-shelf hardware, where hardware
components have been selected to achieve the maximum performance for the specific design of the
system, such as detached storage or dual processor systems.

OPTIONAL VIEWING,
PLAYBACK AND
ADMINISTRATION

RECORDING
DATABASE

Remote access via
video management
software

Video
management
software

1P NETWORK

Video
management
software

OPTIONAL VIEWING
AND PLAYBACK

Remote access via
video management
software web

interface

OPTIONAL VIEWING,
PLAYBACK AND
ADMINISTRATION

As the PC Server platform system is based on standard hardware components it is possible to still use
the end user’s preferred choice of hardware as well as their existing suppliers of IT equipment and
maintenance services.

[7.1.2. NVR platforms

An NVR has some similarities to a Digital Video Recorder (DVR) in relation to recording and play-
back. A DVR is in fact a hybrid system that can accommodate analog cameras and store the video
on a hard disk in digital format. An NVR is a true digital system that receives digital images/video
streams over the network and records them on a hard disk in a digital format. Some DVRs have a
rudimentary interface to the network that offers remote viewing capabilities. An NVR does not have a
dedicated monitor and keyboard. All viewing and management of the NVR takes place remotely over

the network via a PC.
Network Video Recorder (NVR)
m Viewing PC
IP NETWORK

‘a’la e’
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An NVR is designed to offer optimal performance for up to a set number of cameras, which makes
it less scalable than a PC Server platform system. This makes the unit suitable for smaller system
configurations where the number of cameras stays within the limits of the NVR design capacity. An
advantage is that an NVR is less complex to install in comparison to a PC Server platform.

7.2. Monitoring and recording

Video management of a network video system includes video monitoring, which can be conducted
from a web browser or specific video management software, and video recording, which can be
conducted from video management software installed on a PC or using a Network Video Recorder.

[7.2.1. Monitoring using the web interface |

In a network video system, video can be viewed from any point on the network provided there
is access to a web browser. Each camera has a built-in web server with an IP address, so to view

the images on a PC, one simply opens a web browser and types in the camera’s IP address
in the Address/Location field:
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Once the computer has established the connection, the network camera’s ‘start page’ is automatically
displayed in the web browser. This start page will display live video feeds from the camera along with
hyperlinks for changing the camera set-up, such as image resolution, network and e-mail settings
- unless the system is set up with security/password limitations.
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\7.2.2. Monitoring using video management software \

Even though video can be viewed directly from a standard web browser, video management software
can be installed if more flexible viewing options, as well as the ability to store and manage video,
are required. A wide variety of software solutions exist on the market, which range from independent
solutions for a single PC, to advanced client/server-based software providing support for multiple
simultaneous users. Common functionality includes video monitoring, event management functions
and alerts to alarm events via siren or e-mail for instance.

Example: AXIS Camera Station software user interface

Red frame
around image
when recording

A

E_E_‘ Live view selec-
tion

—
] 4,6,9,10,13

or 16 split view

-
= 1/0 control
-

Camera sequence

No live view

Live view ——

View recordings

Event log

[7.2.3. Recording network video |

There are several ways to record network video:

For simple recordings, the network camera’s built-in functionality can be used to record images
or video, based on scheduled or triggered events. These images are then uploaded to an FTP server
or to the hard drive of a computer.

For advanced recording and event management, video management software serves as the core of
professional video surveillance systems. The software is installed on a PC and can be an indepen-
dent solution or a client/server-based application for multiple simultaneous users. From the software
interface, operators can, for example, record video continuously, on schedule, on alarm and/or on
motion detection or search for recorded events.

Example: AXIS Camera Station software recording interface
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Select recording method {— """ /“::m
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7.3. System features

[7.3.1. Video motion detection (VMD) |

Video Motion detection (VMD) is a way of defining activity in a scene by analyzing image data and
differences in series of images.

'VMD in DVR systems

Cameras are connected to the DVR, which performs the VMD on each video stream. This allows the
DVR to decrease the amount of recorded video, to prioritize recordings and to use motion in a specific
area of the image as a search term when searching for events. The downside of this method is that
performing VMD is a CPU intensive process and performing VMD on many channels puts a heavy strain
on the DVR system.

[ FY P
O d®

Analog Cameras

VMD in network video systems

VMD as an integrated function of network cameras or video servers offers substantial advantages over
the scenario mentioned above - the most significant being that the VMD is processed in the network
camera or video server itself. This alleviates the workload for any recording devices in the system and
makes “event-driven surveillance” possible. In that case, no video (or only video with low frame rate)
is sent to the operator or recording system unless activity is detected in the scene.

VMD data with information about the activity can also be included in the video stream to simplify
activity searches in recorded material. VMD can also reside in the video management software, thus
providing VMD functionality to network cameras that do not originally embed this feature.
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VMD with network video equipment
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Advantages of local VMD in the “endpoint” (network camera and video server
compared with systems using central analyzing such as DVRs)
m Conserves bandwidth
m Reduces CPU load on recording server
m Saves storage space
m The camera can interact with others systems using 1/0 Ports (for example
triggering alarms)
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[7.3.2. Audio |

Audio can easily be integrated into network video as the network can carry any type of data, which
reduces the need for extra cabling - as opposed to analog systems where an audio cable must be
installed from endpoint to endpoint. A network camera captures audio at the camera, integrating it
into the video stream, and then sending it back for monitoring and/or recording over the network.

This makes it possible to use audio from remote locations. For instance, monitoring personnel at a
company’s headquarters can interact with “surveillance scenes” at remote branch offices. They can
inform possible perpetrators that they are under surveillance and listen in on situations using the
audio as an additional confirmation method. Audio can also be used in network cameras or video
servers as an independent detection method, which triggers video recordings and alarms when audio
levels above a certain threshold are detected.

Components involved in a network video solution with audio

Microphone Microphone

Loudspeaker

.

o Axis Network

Camera

Power over
Ethernet-enabled
Network Switch

Loudspeaker

Audio functionality is normally delivered as an integrated component of the network camera [ video server,
but the same functionality can be achieved using an audio module.

Audio transmission

Audio can be compressed and transmitted as an integrated part of the video stream, if MPEG-1/
MPEG-2/MPEG-4 or any of the H.x video conferencing standards are used. It can also be transmitted
in parallel if using a still image standard, such as JPEG. However if synchronized audio and video is
prioritized, MPEG is the preferred choice. Nonetheless, there are many situations where synchronized
audio is less important or even undesirable (for example if audio is to be monitored but not recorded).

Audio compression

Digital audio compression allows for efficient transmission and storage of audio data. As with video,
there are many audio compression techniques, which offer different levels of compressed audio qual-
ity. In general, higher compression levels introduce more latency. Audio in digital form offers many
advantages, for example high noise immunity, stability, and reproducibility. It also allows for efficient
implementation of many audio post-processing functions, such as noise filtering and equalization.

Popular audio compression formats include:
= G.711 PCM providing high quality audio at 64kbit/s bit rate
m G.726 ADPCM providing audio at 32 or 24kbit/s bit rate
m MP3 (which stands for ISO-MPEG Audio Layer-3), a popular format geared towards music, with
bit rates around 100 kbit/s
m Standard MPEG-4 audio using AAC LC compression (Advanced Audio Coding Low Complexity
profile), 16 kHz sampling with a bit rate of 40 kbit/s.
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Audio modes

When using Axis network cameras, there are several audio modes to choose from:

SIMPLEX

Headphones

Audio sent by client
LAN/WAN

Vid 1t by a
ideo sent by camera Axis Network

Camera

Audio is sent by the operator to the camera

1%

Loudspeaker

SIMPLEX

Headphones

Audio sent by camera

LAN/WAN

Video sent by camera

Axis Network
Camera

Audio is sent to the operator by the camera

HALE DUPLEX

Headphones

Audio is sent to and from the operator; only one party at a time can send

Audio sent by client Audio sent by camera

LAN/WAN

Video sent by camera

Camera

Axis Network

Loudspeaker

'y

Microphone

FULL DUPLEX

Headphones

Full duplex audio sent & received by client

LAN/WAN
Video sent by camera

Camera

Audio is sent to and from the operator simultaneously

Axis Network

Loudspeaker

Y

Microphone

\7.3.3. Digital inputs and outputs (1/0) \

A unique feature of network video products, is their integrated digital inputs and outputs that are
manageable over the network. The output can be used to trigger mechanisms either from a remote
PC or automatically, using the camera’s built-in logic, while inputs can be configured to respond to

external sensors such as PIRs or push button initiating video transfers.

The I/Os can be used in conjunction with alarm sensors for instance, to eliminate unnecessary

transfers of video, unless the sensor attached to the camera triggers.
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Window or
door sensor

Axis Network

<

(7 M

Relay

Camera with
input/output
enabled

1/0 usage example - A camera attached to a window switch and to an alarm system/siren

Digital inputs

The range of devices that can be connected to a network camera’s input port is almost infinite.
The basic rule is that any device that can toggle between an open and closed circuit can be connected
to a network camera or a video server.

Examples of alarm devices and their usage

Device type

Door contact

scription

Simple magnetic switch detecting
opening of doors or windows

ELS

When circuit is broken (door is opened)
the camera can take action sending
full motion video and notifications

Passive infrared detector (PIR)

A sensor that detects motion
based on heat emission

When motion is detected, the PIR breaks
the circuit and the camera can take
action sending full motion video and
notifications

Glass break detector

An active sensor that measures air
pressure in a room and detects sudden
pressure drops (can be powered by the camera)

When an air pressure drop is detected,
the detector breaks the circuit and the
camera can take action sending full
motion video and notifications

Digital outputs

The output port’s main function is to allow the camera to trigger external devices, either automatically
or by remote control from a human operator or a software application.

Example of devices that can be connected to the output port

Device

Door relay

Description

A relay (solenoid) that controls the
opening and closing of door locks

Usage

The locking/unlocking of an entrance
door can be controlled by a remote
operator (over the network)

Siren

Alarm siren configured to sound
when alarm is detected

The camera can activate the siren

either when motion is detected using
the built-in VMD or using “information”
from the digital input

Alarm/intrusion system

Alarm security system continuously
monitoring a normally closed or
normally open alarm circuit

The camera can act as an integrated
part of the alarm system serving as a
sensor and enhancing the alarm system
with event triggered video transfers
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7.4. Integrated systems

In a network video system, all devices are connected to an IP network - enabling the use of a cost-
efficient infrastructure to transport video for recording or monitoring. It also enables integration with
other systems for increased functionality and easier operation. Examples of systems which can be
integrated include:

m Access control: Using a video surveillance system with integrated access control systems, means
for example that video can be captured at all doors when someone enters or exits a facility.
Additionally all pictures in the badging system can be accessible to the operator of the video
surveillance system, for quick identification of employees or visitors.

Building management systems (BMS): Video can be integrated into building management
systems, like heating, ventilation, and air conditioning systems (HVAC). The I/O ports of the
network cameras can be used to provide input to the system, or the cameras used to detect motion
in meeting rooms for instance, and control heating or lights to save energy.

Industrial control systems: A visual verification is often required in complex industrial
automation systems. Instead of the operator having to leave the control panel to visually check
a part of the process, he or she can view network video using the same interface. Also in some
sensitive clean room processes, or in facilities with dangerous chemicals, video surveillance is the
only way to have visual access to the process. The same goes for electrical grid systems with a
substation in a very remote location.
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Intelligent video
systems

These days lots of video is being recorded, however not properly analyzed, due to lack of time. This
has led to the development of Intelligent Video (IV) applications. New 1V systems are now being
developed for taking video data of number plates and digitizing the plate for cross checking with a
database. People counting and trip wire are other examples of 1V applications. Being able to offer
this sort of intelligence in the edge device itself offers major advantages, which include analysis of
raw data and reduced workload of staff. The intelligent network camera is never idle. It is constantly
on guard, waiting for an impulse to start recording. The motion detection feature may be used for
tailored alarm settings, in order to suit each specific environment and event intensity.

8.1 What is intelligent video?

Intelligent Video is about turning raw video data into actionable information. Provision of intelligence
through surveillance will therefore support potential quality decision-making in time critical situa-
tions. New business opportunities such as people counting will occur; see chapter 8.3.1., page 75.

8.2 Intelligent video architectures

\8.2.1 DVRs and centralized intelligence ‘

One solution for traditional CCTV systems being centrally monitored, is to take surveillance videos
direct from the analog cameras into the IV-enabled DVR. The DVR will perform the intelligent
analysis (people counting or car license plate extraction for example) before taking the remaining
data, digitizing, compressing and recording it, and distributing resulting alarms and video output to
authorized operators.

This approach is fine for systems that offer adequate capacity for uncompressed live video output to
be transmitted to a central point. It is also appropriate for systems where the numbers of cameras are
constant, as each DVR can only carry a specific number of cameras, and each unit is very costly.
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Typical DVR system
- centralized

o AR

DIGITIZATION and COMPRESSION

IP NETWORK

Gl 6
LY W

Analog Cameras

{ INTELLIGENCE

[ VIDEO MANAGEMENT ]

[ STORAGE ]

‘8.2.2 Network video systems and distributed intelligence ‘

A better and scalable alternative, compared to analog-based systems, is to rely on video servers
attached to analog cameras locally to make the analysis of the video stream, and digitize and
compress before passing information via the network for monitoring and storage.

The advantages of this approach are several. The first is that digitization and compression are done
locally and then existing network infrastructure combined with the Internet itself can be used for
low cost transmission of intelligent data. It is possible, for example, for only video data triggered by
motion detection and accompanied by an alert message to be sent on to a centralized monitoring
station for further action and analysis, possibly through use of more sophisticated IV applications. The
load on the infrastructure and people involved falls dramatically.

(R . ) . N . . D
Distributed intelligence, video servers Distributed intelligence, network cameras
DIG\TIZAT\ON DIGITIZATION DIGITIZATION DIG\TIZAT\ON
C COMPRESSION
l INTELLIGENCE l l INTELLIGENCE l l INTELLIGENCE l INTELLIGENCE l
IP NETWORK
\ >
P NETWORK

A “distributed” approach enables intelligence to reside in “edge devices,” as shown above in the net-
work camera itself, or in the video server. The information can, at an appropriate time, be channeled
to either a centralized server or to specific clients who need to conduct specific actions.

From a basic configuration, it is possible to join specifically compiled intelligence in order to govern
operators tasked to a particular job. As organizations look to enhance their video systems, different
types of distributed IV applications may be combined. The network distributed intelligence approach
is limitless in scalability and thereby future-proof in regards to future expanding building blocks.
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8.3 Typical Applications

PC with video
¢ management
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Intelligent
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8.3.1 People counting |

In a retail store there could be a network video device installed at each of the three public entrances.

Network video devices can be fitted with a people counting module, which records numbers of people
passing through each door directly into a central business unit. Separate devices provide views of point
of sale displays. Network cameras may trigger on motion and will stream this video down to a central
unit, and onto an IV operator for analysis of ‘dwell times’. High volumes of people buzzing around,
combined with long dwell times provide a picture of the display success. This information ultimately
aids the store’s overall profitability.

Other important store issues are: “When do queuing levels start to impact the customer experience? Is
a particular line going faster than anticipated? Is there frustration around a new layout in a store?”

Network video systems can therefore serve multiple purposes: for business intelligence purposes helping
retailers to increase sales and profitability through analysis of customer behavior; for improving the
customer experience through analysis of queuing times and observing reaction of waiting customers,
helping support decisions to open new tills as queue times reach levels where they begin to detract
from the customer experience.

[8.3.2 License plate recognition |

Intelligent parking is a successful application based on license plate recognition. A problem may be
that clients lose their long term parking tickets and question the administration of the specific parking
lot. Lots of time and energy are spent on finding the correct fee. The new system offers monthly bills
and non questionable parking tickets.
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Another issue is the use of parking lots for letting stolen vehicles “cool off”. The police authorities
welcome the new intelligent gate keepers that records entry times and statistics of which cars reside in
each parking location. It prohibits both housing of stolen cars at other city locations as well as tamper-
ing with cars parked at an “intelligent house”. The IV application serves multiple purposes. Owners of
cars, authorities and the parking administration are among the winners.

8.3.3 D-fence or tripwire ‘

A “trip-wire” application helps prohibit break-in attempts with limited security officers on duty. The
application is designed to offer a virtual line or lines, restricting passage in one specific direction. In
other words, employees or security personnel may leave a building but not re-enter without consulting
the alarm administrator.

Tailoring the virtual trip wires, offers great potential. This means that intelligent video systems can
configure surveillance systems so they only collect video data when specific parameters exist and
when anomalies to normal movements are detected. The key point here is that systems can be set up
to deliver far more targeted and specific information.

8.4 Components built on open standards

New modules are being integrated into network video devices to fully enable powerful intelligent video
applications. The IV-enabled one port video server called the AXIS 242S IV contains an additional
Digital Signal Processing (DSP) chip. This chip is fully dedicated to the processing of data associated
with IV applications.

ARTPEC-2

VIDEO IN
FLASH SDRAM

Co-processor

P VIDEO
out

In order to be commercially attractive and optimize software compatibility and usability, Axis
technology strategy has been built on an open platform. The platform provides more possibilities to
capitalize on our partner program that constantly offers cutting edge software technology for future
intelligent analytics.
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Quick start: Checklist when
designing a network video
system

1. Analog camera or network camera?

Network cameras have fully caught up with analog camera technology and now meet the same
requirements and specifications and, as you have read in the guide, network cameras surpass analog
camera performance in some important areas.

Below is a summary of 10 of these most important functional differences between today’s network
cameras and analog cameras, and why these factors are important to understand before deploying or
extending your video system.

(1) End to interlace problems

As we have seen in chapter 3.2, an analog camera at high resolution (4CIF) has a significant prob-
lem with interlacing, creating blurry images. A network camera, which employs “progressive scan”
technology that better suits depicting moving objects, provides crystal clear images even with a high

degree of motion.
L1-E3-E3

Ist field: 0dd field 2nd field: Even field One complete frame
using interlaced scannng

One complete
frame using
progressive scan
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(2) Power over Ethernet increases savings and reliability

Not available for analog cameras, Power over Ethernet (PoE) means that networking devices get power
from a PoE-enabled switch or midspan over the same standard Cat-5 or Cat-6 cable that transmits
data and video. Since the IEEE 802.3af standard is in place, all equipment is compatible, maximiz-
ing the benefits for all end users. In a surveillance application, PoE provides an additional benefit:
cameras can get centralized backup power from the server room, so in the event of a power failure
they will continue to operate.

(3) Megapixel resolution

Analog cameras are stuck at NTSC/PAL specifications, with a resolution corresponding to 0.4 mega-
pixel at 4CIF. A network camera’s higher resolution provides more detail and can cover larger areas,
ensuring high image accuracy, crucial in security applications.

Megapixel
- _—
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(4) Intelligence at the camera level

Intelligence at the camera level empowers a much more productive and effective means of video
surveillance than is possible with a DVR or other centralized systems. The network camera also solves
another emerging dilemma: the shortage of computing power to analyze more than a few channels
in real time. Network cameras have purpose-built, highly integrated hardware that excels in image
analysis tasks, thus enabling installation of large-scale intelligent video systems.

(5) Integrated PTZ and input/output control

With an analog PTZ camera, the serial communication that controls PTZ movement requires cabling
separate from the video signal. This is costly and cumbersome. Network camera technology enables PTZ
control over the same network that transports the video. What's more, network cameras can integrate
input and output signals such as alarms and controlling locks. This all adds up to less cable, less money,
and increased functionality and integration potential.

LI}

N
PC with
web browser

IP NETWORK

Recording PC server
Server with Video

Management
Software OFF-SITE

PIR detector

Axis Network
Camera with
input/output
enabled
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(6) Integrated audio

With an analog system, audio is not possible unless separate audio lines are run to the DVR. A network
camera solves this by capturing audio at the camera, synchronizing it with the video or even integrating
it into the same video stream.

IP NETWORK

Example: Communicate and open a door remotely

(7) Secure communication

With an analog camera, the video signal is transported over a coax cable without any encryption or
authentication. A network camera can encrypt the video being sent over the network to make sure it
cannot be viewed or tampered with. The system can also be set up to authenticate the connection using
encrypted certificates that only accept a specific network camera, thus eliminating the possibility of
anyone hacking into the line. The network camera can also add encrypted “watermarks” to the video
data stream with information on image, time, location, users, alarms and more, in order to secure an
evidence trail.

(8) Flexible, cost-effective infrastructure choices

Analog video is typically transmitted by expensive coax where distance will influence image quality.
Adding power, inputs/outputs and audio further complicates this situation. Network video systems
surmount these obstacles at much lower cost and with many more options. A network camera produces
digital images, so there’s no quality reduction due to distance. IP-based networking is an established,
standardized technology meaning the resulting costs are comparatively low. Unlike analog systems,
IP-based video streams can be routed around the world, using a variety of interoperable
infrastructure.
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(9) A true digital solution

The CCD sensor in an analog camera generates an analog signal that is digitized by an A/D converter
to make possible the image improving function in a DSP. The signal is then converted back to analog
for transport over a coax cable. Finally, at the DVR the signal is once again digitized for recording.
That makes a total of three conversions, and with every conversion image quality is lost. In the net-
work camera system, images are digitized once and they stay digital for the duration—no unnecessary
conversions and no image degradation.

Fhe Analog way

1. Analog signal digitized 2. Signal converted back to 3. Signal once again digitized at
in camera DSP analog for transport over coax the DVR for recording

ANALOG COAX IP NETWORK
CABLING

DVR

Fhe Network Video way

ALL DIGITAL

IP NETWORK

(10) Lower total cost of ownership

It stands to reason that all the advanced features described above come at a cost. The initial price
for a network camera can indeed be higher, if one compares only the camera. But compare the cost
per channel, and the network video system quickly becomes comparable with an analog system
anchored by a DVR. In many system configurations, the upfront cost for a video surveillance system
based on network cameras is even lower, when compared to analog options. This lower total cost for
the network camera system is mainly a result of back end applications and storage that can be run
on industry standard, open systems-based servers, and not on proprietary solution like a DVR. This
radically reduces management and equipment costs, in particular for larger systems where storage
and servers are a significant portion of the total solution cost. Additional cost savings come from the
infrastructure used. IP-based networks such as the Internet, LANs and various connection methods
such as wireless can be leveraged for other applications across the organization and are much less
expensive alternatives than traditional coax and fiber.
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2. Making the right network camera choice

Many vendors have entered the network video market. This means you are probably facing an increas-
ing number of choices, accompanied by a lot of often confusing or contradictory information. When
evaluating what network camera to buy, how do you make a good, informed decision?

Following are 10 important factors to think about when you have decided to add network cameras to
your security operation.

(1) High image quality

When assessing a network camera’s image quality, be sure to research these questions: What is the
light sensitivity? Level of image clarity? Does it have a high quality lens? And what is the image
quality when there is motion in the image? A datasheet tells part of the story, but make sure to field
test a few of the camera choices to make the datasheet information real for your application.

(2) Part of a wide product portfolio

When choosing your network video vendors, go with those who maintain a full product line includ-
ing fixed cameras, fixed domes, and PTZ dome cameras. This way, one or two companies can satisfy
your needs now and well into the future when you're ready to expand and to upgrade functionality
to megapixel, wireless and/or audio. If you have analog cameras to upgrade, make sure that your
chosen company’s product portfolio also includes video servers (encoders), video decoders, housings,
and other related equipment.

(3) Extensive application support and ease of integration

Is the network camera you are looking at part of a closed system where you have limited or possibly
only one choice of video management software? Make sure to select a network camera that has open
interfaces (an Application Programming Interface or API) and multiple software applications from
which to choose. Certain leading companies have hundreds of such alliances. Your choice of network
camera should never limit your options or functionalities. Open, multi vendor systems will always
prevail in the long run.

(4) Compression fully compliant with JPEG and MPEG-4 standards

Make certain the camera follows JPEG and MPEG-4 standards 100%. You would be surprised to find
that many vendors, who claim compliance with a standard, do not yet adhere 100% to that standard.
99% compliance means no compliance. Full adherence ensures the flexibility to use video for many
different applications. It also guarantees that you can view the video 10 years from now or longer.
Also, if a company is following the MPEG-4 standard, ask if the licensing fees are paid, and how many
licenses are included with each product. If fees are not paid by the vendor, either the compression is
not following the standard, or you will need to pay for licenses after the purchase.

(5) Tools for managing large deployments

Like all intelligent network devices, network cameras have an IP address and built-in firmware. Many
vendors provide upgrades free of charge. When making a purchase decision, you have to consider the
cost to set IP addresses and eventually update all the cameras in the facility. The network camera maker
should have tools to manage these processes and their estimates for cost and downtime should be clear
and measurable upfront. Among the maker’s tools should also be the capability to automatically locate
all network video devices and monitor the status of those devices.
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(6) Extensive networking functionality and security

In the same way that high image quality is essential, a camera’s networking functionality is just as
important. Plugging into an Ethernet connection with an IP address is only a basic functionality; all
network cameras can boast the same. You need to consider other factors: What about DHCP (Dynamic
Host Configuration Protocol), used by many organizations to manage IP addresses? What about security
in the form of encryption or HTTPS? Also, an important litmus test is the attitude of your IT department.
Are they happy with putting a particular network camera on the network? They are the experts. They’ll
be able to determine if the camera provides adequate network functionality and security.

(7) Progressive Scan sensor

Progressive scan capability is found only in network cameras, but not all network cameras have this
functionality. It consistently produces the best results in clarity and recognizing important details.
Consider: when you press “pause” on a DVD, why is the picture quality better than a paused VHS tape?
That’s right: progressive scan.

(8) Power over Ethernet (PoE)

This might seem like a small check-off item on the feature list, but think of it this way: Wouldn't you
like to save hundreds of dollars per camera? Even for an installation with 50 or 100 cameras that’s a
considerable savings. For end users with hundreds of cameras, this translates to a lot of money. Make
sure the camera’s Power over Ethernet feature is in accordance with the IEEE 802.3af standard. This will
give you the freedom to select from a wide array of network switches from companies such as Cisco,
Nortel, NetGear, and others.

(9) Distributed intelligence

Intelligent video has become a hot buzzword. The technology will evolve and improve greatly over the
next few years, but it only becomes scalable if the intelligence is located at the camera. The reason
is that video intelligence requires a large amount of processing power, and if that power is not in the
camera, just a few cameras will quickly overload the PC servers. When intelligence is located in an edge
device like the camera, the camera is able to decide when to send and therefore process the video.

(10) Vendor history and focus

As we've discussed, it is important to make network camera decisions based on the assumption of future
growth and the need for added features and functionality. This means your network camera manufac-
turer is going to be a partner for a long time.

Consider:

What is the makers installed base of network cameras and other networking products? Is the
company profitable? Does the company focus just on network camera technology, or are network
cameras only a fraction of the company’s business? What about local representation and support?
Is the company a global player and does it demonstrate proficiency in a number of languages? How
about reference installs? You want to choose a camera from a market leader to ensure that innova-
tion, support, upgrades, and a product path are going to be there for the long term. Don’t sacrifice
future security just to save a little money upfront.
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3. Design guides, preparing your network video project

(1) Define the scene and type of network video products required

= Scene: What kind of scene do you want to monitor? How important is it?
This will help you determine the features you‘d like to have in a network camera, such as video
quality, light sensitivity and type of lens.

m Lighting conditions: level of indoor and/or outdoor light sensitivity required
Axis offers network cameras for indoor use, as well as ones for both indoor/outdoor conditions.
Indoor/outdoor cameras have varifocal lens that automatically adjust the lens' iris. Day/night
cameras, which provide color images during daytime and black & white images during night time
are also available. Check details on the network camera‘s light sensitivity both in indoor and/or
outdoor environments. Light is measured in “lux”.

m Distance from position of camera to object being monitored
This determines the type of camera and type of lens (normal, telephoto, wide-angle) to use, as well
as the placement of the camera(s). Certain Axis network cameras have lenses that are replaceable.

m Angle of view needed: wide, narrow, general or detailed coverage (determine how much of the
scene you need to see)
Network cameras come with fixed angle and focus, as well as variable ones that allow remote pan/
tilt/zoom capability, which enables a wider area of coverage.

= High or low traffic
The higher the traffic, perhaps the more cameras are needed.

(2) Determine your application needs: features, recording and storage needs

= Application
Simple remote viewing, intelligent surveillance system with advanced event management, input/
output triggers, audio component?

m Viewing and recording needs
Determine when and how often you need to view and record: day, night and/or weekends? Schedule
the needs for every scene.

m Calculate storage requirements

m Calculate bandwidth requirements
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(3) Determine your network needs (LAN/WAN, wireless)

m Assess network use of current LAN: what are you or the company using it for?
m Assess network use of current WAN links

= Determine the pattern of congestion levels over a given period

m Do you need to add new equipment to the network, e.g. switches, or use existing infrastructure
and equipment?

m Do you need to subscribe to additional 1SPs for redundancy?

m Is distributed storage needed?

10 most important questions to ask
m Are there currently analog cameras installed?
m Will new cameras be added?
m How many cameras will there be in total?
m Do you understand the cost structure of an IP-based system?
m Are electrical power outlets at camera locations an issue?
m Are there cameras at remote sites?
m Are the IT and Security departments working together?
m Has your IT department standardized on a PC platform?
m Does your IT department provide 24/7 support for systems on their network?
m Is your IT department involved with purchase decisions?

4. Project tools

Axis Network Video Design Tools CD: A variety of tools that will
help you design your network video project

Axis has developed a variety of tools that will help you design
your network video project: The Axis Network Video Design
Tools CD guides you through the factors and settings to consider
for the successful deployment of a network video installation.
It includes a lens calculator, an image and video clip gallery, as
well as the new AXIS Design Tool, a simulation-based calculation
tool which helps determine the bandwidth and storage needs for
specific network video projects.

Multilingual format: English, Dutch, French, German, Italian, and Spanish.
To order your free personal copy, visit www.axis.com/free_cd




Learn Network Video with the Leaders

The market is changing fast! Get yourself up to speed with the latest advan-
ces in network video at the Axis Communications’ Academy.

Deploying a brand new network video system, or migrating an existing surveillance system
from analog to a networked system, is a process which involves many decisions. All the
technical guides and manuals in the world are no substitute for in-depth discussions with
experts, in person training, and hands-on labs. That’s what you get when joining an Academy
training. As new technologies and possibilities in video surveillance continue to emerge at a
fast pace, the Academy gives you an opportunity to update your knowledge and thereby stay
on top of the latest developments in the area. It's also the place to go for valuable tips and
insights based on Axis’ extensive experience.

Seminars and hands-on classes exploring a variety of network video related matters
Network video started at Axis. We invented and launched the first network camera back in 1996,
and we continue to lead what has become a huge market as network video systems replace
analog systems at an accelerating rate. The Axis Communications’ Academy brings this unique
perspective to seminars and hands-on classes, offering different levels and modules depending
on your existing knowledge. Topics such as camera optics, video intelligence, best practices in
network design, and camera selection are all included. We explore the strengths and weaknesses
of different installation scenarios. Discussions are tailored to participants’ needs, whether
you design, sell, service, integrate, or operate network video systems. Through interactive,
dynamic sharing of experiences, the best possible system strategies can be worked out.

Join the Academy now and anticipate future opportunities

Attending an Academy course is an investment that pays off threefold: in time, money, and
peace of mind. You gain an understanding of how to make the most of a network video
solution, whether it’s for security surveillance or remote monitoring. And, as technologies
and your system needs change, the Academy remains a resource you can count on to remain
up-dated and indeed, to help you anticipate future opportunities.

To book your place in an upcoming Axis Communications’ Academy class, or for general
information, please contact your local Axis office.
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for professional installations. The company is the global
market leader in network video, driving the ongoing
shift from analog to digital video surveillance. Axis
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